DATA PROTECTION

Execute Policies

Systemically - Define your PC
backup policies by frequency
and file type. Define your data
retention requirements by
end-user profile. Ensure that

file backup, encryption and
deletion policies are defined and
executed to meet your regulatory
requirements and applied across
your entire enterprise.

AUTOMATIC PC BACKUP
Frequent Backup -
Transparent, automatic PC
backup down to one-minute
intervals without end-user set
up or intervention.

Backup Scheduling - Set your
backups to occur at certain
times of day to accommodate
lower-rate bandwidth plans.

Document Retention - Store
all document version changes
for up to 180 days, enabling
application of data retention
policies by user profile.

Easy Restore — Restore files
and recover previous document
versions quickly and easily,
reducing IT staff time and effort.

File Type Support — Back up
and restore all standard data file
types such as Microsoft Word,
Excel, Outlook PST, Adobe PDF
and all other data file types,
including files that are open or
locked.

MarketStor .

Smart Solutions for Data Storage

SecurStor Enterprise Edition Data Sheet

Policy Driven PC Backup for the Enterprise

Business has Evolved - The way you do business has evolved. Your employees are
more mobile than ever. Your laptops and PCs are more vulnerable to loss, theft and
damage. Providing data privacy and mitigating corporate risk are at the top of your IT
security agenda.

SecurStor Enterprise Edition delivers the most secure and comprehensive enterprise
PC backup and data privacy solution available today by integrating five best of breed
components to deliver a higher level of security and privacy, with a lower cost of
ownership than individual backup, encryption and data deletion products can offer.

Guard your intellectual property, protect your brand, secure your customers’ data and
stay compliant with MarketStor.

Reduce Your Risk with Integrated PC Backup, Device Trace and Proactive Data
Deletion - Designed for business and government professionals with sensitive data on
their PCs and laptops, SecurStor Enterprise Edition is the only solution that offers highly
secure, automatic PC backup with proactive data deletion and device trace in a single,
integrated product.

Our unique approach to data deletion ensures selected files can be remotely wiped from
lost or stolen devices through either policy enforcement or via a command. You can
define a policy to proactively wipe files if a device does not sign on each week; or send a
delete command to wipe files from an employee’s device if they are being terminated for
misconduct.

The file structure deletes from the top level down, transparently in the background, never
alerting the culprit to what is happening. And because your files are backed up to the
minute, there are no release forms to be signed and no risk of data loss. Your sensitive
files can be wiped in the timeframe that you set, significantly reducing your risk of
exposure while putting you firmly in control of your data.

SecurStor Features

SecurStor Enterprise Edition Encrypts All of Your Data - Other solutions encrypt
data, but not file names and folder structures, even in their encrypted data stores. With
file and folder names readable and accessible, private data can be easily captured —
violating HIPAA, PCI and other data protection regulations. SecurStor Enterprise Edition
encrypts metadata to ensure no private information can be gleaned, enabling you to be
compliant with the strictest data privacy legislation.



DATA DELETION

Proactive Data Deletion — Wipe
files on a lost or stolen PC either
on command over the Internet
or through policy management,
ensuring your data does not fall
into the wrong hands.

Device Tracing — Locate

your lost or stolen PC once it
connects to the Internet, aiding
law enforcement in recovery and
prosecution.

ROBUST AES ENCRYPTION
Device-level - 256-bit AES
encryption applied to data at the
device with cryptographically
random keys; data never
unencrypted during transport
and storage.

Transport-layer — 128-bit
Secure Socket Layer (SSL)
encryption providing secure data
transport.

KEY MANAGEMENT

Simple key management -
Patent-pending automated

key management and escrow
capabilities deliver the security
of random generated keys
without the typical management
complexities.

SecurStor Enterprise Edition Never Unencrypts Your Data - Once encrypted on
your PC, your data is never unencrypted throughout the backup and storage processes.
Other point solutions unencrypt your data to apply data deduplication for storage
economies, leaving your data susceptible to sniffers and spyware. With SecurStor
Enterprise Edition,your data remains protected by the highest encryption standards,
constantly.

With our patent-pending key management and escrow system, management is as easy
with one user or a million users, saving you costly IT resources. And your data stays
secure whether you host your SecurStor Enterprise Edition solution in-house or through
a service providet.

Centrally Manage Policies to Ensure Compliance, Without Relying on End User
Behavior - Once the SecurStor Enterprise Edition has been set up on each PC, you
don’t need to rely on your workforce to comply with backup procedures. Even the most
conscientious employee may only back up daily or weekly, still leaving the possibility of
several hours or days of lost productivity. With SecurStor’s Enterprise Edition backing up
down to the minute, automatically and transparently, you can ensure files are backed up
in accordance with your policies, without interfering with your employees’ daily work.

To comply with growing data retention and discovery requirements, SecurStor Enterprise
Edition allows you to set the PC backup retention period for multiple document versions
or for different user groups, such as legal versus sales.

Five Powerful Components - SecurStor Enterprise Edition is engineered as a single
code base, offering five powerful components. Point solutions simply cannot offer you
the same functionality, ease of management and compelling cost model.

SecurStor’s approach to PC data protection provides advantages no other solution
can offer. Storage economies across encrypted data, complete data privacy through
automated key management and the ability to wipe data from a lost or stolen machine
with the peace of mind that it was backed up during the last minute of use. Define and
manage your company’s data protection policies, then access them via MarketStor’s
management suite or expose them via Web API’s.

All of this adds up to efficiencies in product, management, IT resources and employee
productivity that give you data protection at a fraction of the cost of other solutions in the
market today.



